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Policy Adrtiinistrator (PA) establishes network policy 
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PA transmits decrypting information, including 
decrypting keys in response to request from network 
administrator 
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NE 203 uses own encryption and 
authentication algorithm and logs 
details. 
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PA uses key to decrypt 
comms. bet NE 203and 
NE 204 and transmits 
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PA obtains decrypting 
info. From NE 203 or 
204. 
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Transmit decrypting info, including decrypting keys to 

network monitoring element 
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Network administrator uses decrypting information to decrypt 

encrypted communications between 203 and 204 
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Receiver, to receive 
NMDC from network 
monitoring element, 
including request for 
decrypting 
communications 
between network 
elements. 
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Microprocessor to 
authenticate NMDC, 
and to retrieve 
decrypting information 
from memory or from 
network element. 
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Memory to store NMDC 
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Transmitter, to transmit 
initial copy of NMDC, 
and decrypting 
information including 
decrypting keys to 
network monitoring 
element and to transmit 
NUDC to network 
element. 
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Receiver, to initially 
receives NMDC from 
policy admin. To 
receive decrypting 
information including 
decrypting keys from 
policy admin. 
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